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As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical 
and other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance. 
 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily 
a comprehensive statement of all the weaknesses that exist or all improvements that might be made. 
 
Recommendations for improvements should be assessed by you for their full impact before they are implemented. This report, or 
our work, should not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. 
We emphasise that the responsibility for a sound system of internal controls rests with management and our work should not be 
relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied upon to identify all 
circumstances of fraud and irregularity should there be any. 
 
This report is solely for the use of the persons to whom it is addressed and for the purposes set out herein.  This report should not 
therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance 
Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on 
it (or any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no 
responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of 
whatsoever nature which is caused by any person’s reliance on representations in this report 
 
This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as 
otherwise permitted by agreed written terms), without our prior written consent.  
 
We have no responsibility to update this report for events and circumstances occurring after the date of this report.  
 

RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 

Farringdon Street, London EC4A 4AB.
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1 INTRODUCTION 

The internal audit plan 2016/17 was approved by the Governance and Audit Committee on 24 March 2016 and 

included a total of 18 planned reviews. 

This report provides a summary update on progress against that plan and summarises the results of our work to date. 

Please see chart below for progress against the plan. 
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2 REPORTS CONSIDERED AT THIS GOVERNANCE 
AND AUDIT COMMITTEE 

This table informs of the audit assignments that have been completed since the last Governance and Audit 

Committee. 

The Executive Summary and Key Findings of the assignments below are attached to this progress report. 

Assignment Status Opinion issued 
Actions agreed 

L M H 

Environmental Health – Pollution 
Control (5.16/17)  

Final 

 

0 1 0 

Council Tax Support Scheme (6.16/17) Final 

 

1 0 0 

Financial Regulations (7.16/17) Final 

 

1 1 0 

IT Network Resilience and Recovery 
(8.16/17) 

Final 

 

1 3 0 

Follow Up 2 (9.16/17) * Final Reasonable Progress 0 4 0 

 

*Follow Up report presented to Governance and Audit Committee separately. 
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2.1 Impact of findings to date 

 

Environmental Health – Pollution Control 

Conclusion: Substantial Assurance 

Impact on Annual Opinion: Positive 

As a result of testing undertaken one medium priority finding was identified. 

Management action was agreed in respect of the finding. 

The medium finding related to: 

 The Corporate Enforcement Policy had not been reviewed with no evidence of version controlled being 

applied to confirm that it had been reviewed on an annual basis as per the requirements of the policy. 

Furthermore there is presently no ownership for this policy. In the absence of a nominated officer owning the 

policy, there is a risk that the policy is not maintained up to date and in line with current working practices.  

 

 

Council Tax Support Scheme 

Conclusion: Substantial Assurance 

Impact on Annual Opinion: Positive 

As a result of testing undertaken one finding was identified of a low priority. 

Management actions was agreed in respect of the finding. 

 

 

Financial Regulations 

Conclusion: Substantial Assurance 

Impact on Annual Opinion: Positive 

As a result of testing undertaken two findings were identified; one medium and one low priority. 

Management actions were agreed in respect of both findings. 

The medium finding related to: 

 The Financial Regulations were implemented in April 2016. In the absence of NETconsent the Council was 

unable to monitor whether employees had read and accepted the Financial Regulations. By not having a 

mechanism in place to monitor acceptance and understanding there is a risk that Line Managers cannot 

monitor whether officers have read and fully understood the Financial Regulations and associated policies.   
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IT Network Resilience and Recovery 

Conclusion: Reasonable Assurance 

Impact on Annual Opinion: Positive 

As a result of testing undertaken four findings were identified; three medium and one low priority. 

Management actions were agreed in respect of all the findings. 

The medium findings related to: 

 There is no business impact analysis where 'long term computer failure' has been fully assessed for impact 

and likelihood.  There is also no further detailed analysis to determine Maximum Tolerable Period of 

Disruption (MTPD) for the critical IT functions at SKDC, including critical systems or those given a priority of 

1 within the IT Services – Service Level Agreement should a disaster occur.  

The Recovery Time Objectives (RTO's) have also not been determined and documented alongside each 

critical IT system and function within the Disaster Recovery Plan. 

 

 The IT Disaster Recovery Plan is not tested on a regular basis to ensure that IT systems can be effectively 

recovered, shortcomings are addressed and the plan remains relevant. 

 

 A copy of backup policy was provided, and found to inadequately document how tape backups are currently 

performed and checked onsite at SKDC as the document had not been reviewed since February 2012.  The 

revision history section of the document had also not been completed to show the date of next intended 

review. The Backup Policy does not include VMware backups to disc, only tape backups. 
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3 LOOKING AHEAD 

Assignment area Planned 
commencement date 

Status 

Cash and Bank 7 November 2016 In Progress 

Income and Debtors 9 January 2017  

Absence Management 9 January 2017  

Purchase Orders and Creditors 16 January 2017  

Procurement and Contracts 23 January 2017  

Follow Up 3 6 February 2017  

Allocations and Lettings 20 February 2017  

Geographical Information System (GIS) 20 February 2017  

Governance 6 March 2017  
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4 OTHER MATTERS 

4.1 Changes to the audit plan 

There have been no changes to the audit plan to date. 
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APPENDIX A: INTERNAL AUDIT ASSIGNMENTS 
COMPLETED TO DATE 

Report previously seen by the Governance and Audit Committee and included for information purposes only: 

Assignment Status Opinion issued 
Actions agreed 

L M H 

Follow Up 1 (1.16/17) Final REASONABLE PROGRESS 1 4 0 

Health and Safety - Asbestos 
(2.16/17)  

Final 

 

3 1 0 

Taxi Licensing (3.16/17) Final 

 

1 1 0 

Rent Collection (4.16/17) Final 

 

4 1 0 
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FOR FURTHER INFORMATION CONTACT 

Chris Williams, Head of Internal Audit 

chris.williams@rsmuk.com 

Tel: 07753 584 993 

 

Robert Barnett, Director 

robert.barnett@rsmuk.com 

Tel: 07791 237 658 

 

Amjad Ali, Client Manager 

amjad.ali@rsmuk.com 

Tel: 07800 617 139 

 

Address: 

RSM Risk Assurance Services LLP 

Suite A, 7th Floor 

City Gate East 

Tollhouse Hill 

Nottingham NG1 5FS 

Phone: 0115 964 4450 
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  South Kesteven District Council Environmental Health - Pollution Control 5.16/17 

1.1 Background  

An audit of Environmental Health - Pollution Control was undertaken as part of the approved internal audit periodic 
plan for 2016/17. 

South Kesteven District Council use the Civica APP system to record all information in relation to pollution. The 
Environmental Health Team is made up of a Team Leader and two Environmental Health Officers who are responsible 
for the day to day activities in relation to pollution within the District. The Environmental Health Team are also 
responsible for responding to the following issues to help protect the environment and the public: 

 Noise (including, loud music, barking dogs, construction sites, intruder alarms and commercial premises); 

 Artificial Light; 

 Smoke and smells; 

 Air Quality; and 

 Contaminated Land. 

Complaints can be made via telephone or email to Customer Services or directly to Environmental Health. All 
complaints are logged onto the Civica APP system. Neighbours or the suspected offenders are encouraged to resolve 
issues themselves. Where the problem persists the complainant is required to maintain diary notes for a period of time 
to assess how long the issue has gone on for. If the pollution is a nuisance in law (statutory nuisance) a notice can be 
served under the Environmental protection Act 1990 to allow the pollution to be stopped.  

  

1.2 Conclusion 

Our review found that South Kesteven District Council have a robust control framework in place, however, we found 

that there is no clear ownership of the Corporate Enforcement Policy and such it has not been reviewed on an annual 

basis to ensure it reflects current working practices.  

Internal Audit Opinion: 

Taking account of the issues identified, the Council can take 

substantial assurance that the controls upon which the 

organisation relies to manage the identified risks are suitably 

designed, consistently applied and operating effectively. 

 

 
 

 

  

ENVIRONMENTAL HEALTH – POLLUTION CONTROL - 
EXECUTIVE SUMMARY 
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1.3 Key findings 

The key findings from this review are as follows: 

 The Council have a membership with the Regulatory Information and Management Systems (RIAMS). This 
provides regular updated procedures, documents, notices and publications for Environmental Health. The 
Environmental Health Team have access to RIAMS to allow procedure notes for day to day tasks to be obtained. 

 All members of the Environmental Health Team have had appropriate training to undertake their role and 
responsibilities. In addition to this, officers also attend ad hoc training sessions in relation to environmental health 
throughout the year.  

 The Council maintains a register of all businesses within the district which require licensing and inspection. 

 The Council makes appropriate information available to the public to facilitate the complaints and reporting 
process. 

 Testing a sample of ten businesses that require an environmental permit found that in all instances the annual fee 
charged for each permit was in line with the 2016/17 fees set by DEFRA. In all instances a risk assessment had 
been conducted and an inspection had been completed.   

 Testing a sample of 15 complaints found that in all instances complaints were responded to within five working 
days and action taken was appropriate and in line with procedures.  

 

We have also agreed one medium priority management action. Details of this can be found in the Section 2 of this 

report. 

  

1.4 Additional information to support our conclusion 

Risk Control 

design* 

Compliance 

with 

controls* 

Agreed actions 

   Low Medium High 

Failure to enforce all laws and regulations relating to 

pollution. 
0 (7) 1 (7) 0 1 0 

Fees charged are not in accordance with the 

approved / published scale of charges. 
0 (5) 0 (5) 0 0 0 

Failure to investigate complaints within set 

deadlines. 
0 (3) 0 (3) 0 0 0 

Total   0 1 0 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area. 
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2 ACTION PLAN 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could 

lead to: Financial losses which could affect the effective function of a department, loss of controls or 

process being audited or possible reputational damage, negative publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management 

issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate 

strategies, policies or values, reputational damage, negative publicity in national or international media 

or adverse regulatory impact, such as loss of operating licences or material fines. 

 

The table below sets out the actions agreed by management to address the findings: 

Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

Risk: Failure to enforce all laws and regulations relating to Pollution. 

1 Review of the Corporate 

Enforcement Policy found 

that it had not been 

reviewed, nor was there 

any evidence of version 

control to suggest it had 

been reviewed on an 

annual basis as stated in 

the policy.  

 

Furthermore, we 

identified that at present 

there is no ownership for 

the policy.  

 

In the absence of a 

nominated officer owning 

the policy there is a risk 

that the policy is not 

maintained up to date 

and in line with current 

working practices 

throughout the Council.  

Medium Legal and Democratic are 

responsible for owning the 

policy and they will 

coordinate a review of the 

policy to ensure it is in line 

with current working 

practices. 

31 January 2017 

 

 

Business 

Manager - Legal 

and Democratic   

Page 13 of 25
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1.1 Background  

From 1 April 2013 the Government abolished the national Council Tax Benefit scheme. Instead Councils were asked 

to develop their own local scheme to support working-age people on a low income to pay their Council Tax, with the 

Government still setting the rules for pensioners. Councils receive less funding from the Government under the new 

scheme. Approximately 600 new claims for Council Tax Support Scheme (CTSS) have been received, assessed and 

processed since 1 April 2016, and in total 10,300 residents on a low-income are in receipt of CTSS within the district. 

The Scheme provides financial assistance to Council Tax Charge payers on a low income whether they rent or own 

their home, or live rent-free, by reducing the amount of Council Tax they have to pay. The amount of support to which 

a claimant is entitled is dependent on their income, personal circumstances and applicable amounts. The applicable 

amount is the amount of money the Government has determined as being required to live on each week.  

1.2 Conclusion 

We confirmed that the systems and controls reviewed were both well designed and applied consistently. We identified 

one weakness to the control framework, and a ‘low’ priority management action was agreed to remedy this. 

Internal Audit Opinion: 

Taking account of the issues identified, the Council can take 

substantial assurance that the controls upon which the 

organisation relies to manage the identified risk are suitably 

designed, consistently applied and operating effectively. 

 

 
 

1.3 Key findings 

The key findings from this review are as follows: 

The Council Tax Support Scheme (CTSS) within the Council is governed by the Council Tax Reduction Scheme Rules 

which were initially developed in 2013 through amending the previous existing government legislation to allow local 

billing authorities the right to set their own local scheme. The original Rules were subject to consultation with the 

public, and were approved by Full Council on 13 December 2012, coming into effect on 1 April 2013.  

Training was provided to staff when the Council first adopted the CTSS. New staff who have since joined the Council 

Tax and Benefits departments have also been trained by shadowing experienced staff. Staff in other departments 

which would need knowledge of the Rules were also trained, such as Customer Services, Housing Solutions and 

Rents.  

Testing of a sample of 20 claims from total claims received since April 2016 found that evidence was held on the 

document management solution to support the claim, and the details on the evidence had been input into the 

processing system correctly for calculation Each entitlement had been calculated from the correct date based on the 

original intention to claim was known. All applications were processed in a timely manner and the applicant advised of 

the outcome. 

COUNCIL TAX SUPPORT SCHEME - EXECUTIVE 
SUMMARY 

Page 14 of 25



 

  South Kesteven District Council Council Tax Support Scheme 6.16/17  

 

A sample of applications is re-assessed by a different officer to that completing the initial assessment. Each Benefit 

Assessor has a different percentage of their cases checked by a Supervisor or Team Leader depending on their level 

of experience to ensure they have followed procedure and assessed the claim accuracy. New staff have 100% of their 

cases checked, reducing to 10% for experienced staff. 

The parameters set within the processing system were found to accurately reflect the content of the Scheme Rules. In 

all 20 claims sampled the value calculated as being the amount claimants were entitled corresponded to value applied 

to the Council Tax account. Any changes made are transferred to the Council tax system immediately. 

Consultation with residents, Parish Councils and local branches of organisations such as Citizens Advice Bureau took 

place on the potential options for the future of the Council Tax Support Scheme, with a costing and impact analysis 

being undertaken. A CTSS Working Group was set up which was tasked with reviewing the impact and benefits that 

the CTSS had realised on the district, and whether or not to continue with the scheme, or to amend the Rules. 

Discussion at the Working Group and the Resources and Policy Development Group, attended by both Officers and 

Members, concluded with a unanimous decision to retain the Council Tax Support Scheme in its current form, but 

complete further reviews should the economic climate change.  

 

1.4 Additional information to support our conclusion 

Risk Control 

design* 

Compliance 

with 

controls* 

Agreed actions 

   Low Medium High 

Failure to correctly process applications for Council 

Tax Support in a timely manner, impacting on the 

Council’s Council Tax income and /or reputation.  

0 (14) 1 (14) 1 0 0 

Total   1 0 0 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area.
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2 ACTION PLAN 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could 

lead to: Financial losses which could affect the effective function of a department, loss of controls or 

process being audited or possible reputational damage, negative publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management 

issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate 

strategies, policies or values, reputational damage, negative publicity in national or international media 

or adverse regulatory impact, such as loss of operating licences or material fines. 

 

The table below sets out the actions agreed by management to address the findings: 

Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

Risk: Failure to correctly process applications for Council Tax Support in a timely manner, impacting on the 

Council’s Council Tax income and /or reputation.  

1 The Council’s website is 

lacking detailed and 

comprehensive 

information on the 

Council Tax Support 

Scheme, when compared 

to other local authorities.  

 

There is a risk of a poor 

uptake to the Scheme, 

resulting in reputational 

damage or higher than 

forecasted Council Tax 

arrears and resulting 

write offs. 

Low A review of the information 

provided by other local 

authorities will be 

undertaken to determine 

whether there is anything 

additional that can be 

added to the website. 

31 December 2016 

 

 

Benefits Manager  
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1.1 Background  

An audit of Financial Regulations was undertaken as part of the approved periodic plan for 2016/17. The Financial 

Regulations set a framework of rules for the financial administration of the authority and those carrying out duties with 

a financial implication. In 2016 this document had been updated and management requested an internal audit to 

ensure this review process had been carried out effectively. 

The Council's Financial Regulations were reviewed and updated in April 2016. As part of the review process the 

Council benchmarked their regulations with other District Councils and an internal survey of key users was also 

undertaken. The current Financial Regulations were updated with minor amendments and were approved by Council 

21 April 2016. 

1.2 Conclusion 

Our review identified that there is an adequately designed control framework in place. We have identified two areas 

where controls could be strengthened and have agreed management actions to address these. 

Internal Audit Opinion: 

Taking account of the issues identified, the Council can take 

substantial assurance that the controls upon which the 

organisation relies to manage the identified risks are suitably 

designed, consistently applied and operating effectively. 

 

 
 

1.3 Key findings 

The key findings from this review are as follows: 

Financial Regulations are in place and these are up to date having been updated in April 2016, and are available to all 

staff via the intranet. However, review of the Financial Regulations found that they did not detail review dates nor do 

they include a version control. By not including version control or review dates there is a risk that the Financial 

Regulations may be out dated and not reflect the Council's current strategic structure and working practices. There is 

also a risk that staff may refer to an outdated document in error. 

At the time of review NETconsent (the Council’s policy management software) was not being utilised therefore 

monitoring whether employees had read and accepted the Financial Regulations was not possible. By not having a 

monitoring mechanism in place there is a risk that Line Managers cannot monitor whether employees have read and 

fully understood the Financial Regulations and associated policies. 

 

Changes/amendments to the regulations were recommended by the Section 151 Officer to the Governance and Audit 

Committee and approval obtained from Council.  

The Financial Regulations are supported by Guidance Notes that provide details of the underlying processes for the 

implementation of the Financial Regulations.  A copy of the Financial Regulations is available on the Council website 

as part of the Constitution.  

FINANCIAL REGULATIONS - EXECUTIVE SUMMARY 
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A Financial Regulations survey was conducted by the Business and Executive Managers (key users) to review the 

contents of the Regulations to ensure that they remained fit for purpose and where possible to make suggestions to 

processes to add value.  

An exercise was also conducted to benchmark the Council's regulation with other District Councils.  

New starters have been provided with Financial Regulations training. A checklist is completed for each new starter 

who is deemed a key user of the Financial Regulations.  

 

 

1.4 Additional information to support our conclusion 

Risk Control 

design* 

Compliance 

with 

controls* 

Agreed actions 

   Low Medium High 

Council requirements and regulations are not clearly 

set out, authorised, reviewed and communicated to 

staff, leading to a lack of compliance and possible 

losses due to fraud or error, inefficient processing or 

inappropriate activity.  

1 (13) 1 (13) 1 1 0 

Total   1 1 0 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this are  
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2 ACTION PLAN 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could 

lead to: Financial losses which could affect the effective function of a department, loss of controls or 

process being audited or possible reputational damage, negative publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management 

issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate 

strategies, policies or values, reputational damage, negative publicity in national or international media 

or adverse regulatory impact, such as loss of operating licences or material fines. 

 

The table below sets out the actions agreed by management to address the findings: 

Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

Risk: Council requirements and regulations are not clearly set out, authorised, reviewed and communicated 

to staff, leading to a lack of compliance and possible losses due to fraud or error, inefficient processing or 

inappropriate activity.  

1 Review of the Financial 

Regulations found that 

they did not detail review 

dates nor do they include 

a version control. 

By not including version 

control or review dates 

there is a risk that the 

Financial Regulations 

may be out dated and not 

reflect the Council's 

strategic structure and 

working practices.     

Low The Financial Regulations 

will be reviewed every 

three years or earlier if 

required. 

April 2019 

 

 

Corporate 

Finance Manager  

2 The Financial 

Regulations were 

implemented in April 

2016. In the absence of 

NETconsent the Council 

was unable to monitor 

whether employees had 

read and accepted the 

Financial Regulations. 

 

Medium We will monitor compliance 

with the Financial 

Regulations using 

NETconsent. Compliance 

monitoring has been 

effective since the re-

introduction of 

NETconsent.   

30 September 2016 

 

Financial 

Accountant Team 

Leader 
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Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

 By not having a 

monitoring mechanism in 

place there is a risk that 

Line Managers cannot 

monitor whether officers 

have read and fully 

understood the Financial 

Regulations and 

associated policies.  
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  South Kesteven District Council  IT Network Resilience & Recovery 8.16/17  

1.1 Background  

A review of IT Network Resilience and Recovery arrangements was undertaken as part of the approved internal audit 

periodic plan for 2016/17.  

This is the first review of IT Network Resilience and Disaster Recovery arrangements at South Kesteven District 

Council (SKDC), although our previous IT reviews have covered certain aspects of IT including data security, backup, 

and IT policies and procedures.  

SKDC's IT disaster recovery arrangements primarily consist of a virtual Server (VMware) environment with a Storage 

Area Network (SAN) which is replicated to their disaster recovery site in Bourne, approximately 25 miles away from 

the main SKDC offices in Grantham.   There are also several servers backed up to data tapes which are securely 

stored in data safes onsite (separate to where the original data backups take place) and offsite approximately one mile 

away at CCTV Headquarters/ Mowbeck House.    

1.2 Conclusion 

Our review highlighted a small number of controls that need to be strengthened with regards to IT Network Resilience 

and Recovery, including the formal approval, review and update of the IT Disaster Recovery Plan reflecting SKDC’s 

infrastructure changes and offsite recovery facility at Bourne. The IT Disaster Recovery Plan also needs to include a 

comprehensive and formal Business Impact Analysis (BIA) that includes recovery objective metrics.   Furthermore; full 

failover disaster recovery testing is yet to take place and the Backup Policy should be reviewed annually and updated 

to fully reflect the backup and restore arrangements in place.   

We have identified four areas where controls could be strengthened and have agreed management actions to address 

these. 

Internal Audit Opinion: 

Taking account of the issues identified, the Council can take 

reasonable assurance that the controls in place to manage this 

risk are suitably designed and consistently applied. However, 

we have identified issues that need to be addressed in order to 

ensure that the control framework is effective in managing the 

identified risk. 
 

1.3 Key findings 

It should be noted that the key findings and opinion arising from this review are based upon the IT Disaster Recovery 

arrangements in place as at October 2016.  

 

 

 

IT NETWORK RESILIENCE & RECOVERY - EXECUTIVE 
SUMMARY 
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The key findings from the review are as follows: 

 A review of the IT Disaster Recovery Plan showed there is no business impact analysis where 'long term computer 

failure' has been fully assessed for impact and likelihood.  There is also no further detailed analysis to determine 

Maximum Tolerable Period of Disruption (MTPD) for the critical IT functions at SKDC, including critical systems or 

those given a priority of 1 within the IT Services SLA should a disaster occur. There is an increased risk of business 

disruption due to a lack of business impact information being made available for critical IT systems and 

applications, where an inadequate assessment has been performed. 

 The IT Disaster Recovery Plan reviewed was a ‘draft version 7’ and last updated 24th October 2016; it is yet to be 

finalised and approved by SKDC's Business Continuity Team/ Senior Management and their approval reflected 

within the document history.  Once approved and finalised, offsite copies of the plan need to be made available at 

the recovery site in Bourne and at Mowbeck house where backup data tapes are stored. There is an increased risk 

that there may be unnecessary delays in the recovery of critical IT systems and services whilst documents held are 

either out of date or in draft. 

 Full failover testing to the Disaster Recovery site at Bourne is yet to be performed and minimum disaster recovery 

test frequencies are not documented within the IT Disaster Recovery Plan.  Inadequate recovery testing increases 

the risk that key systems and data may not be recovered as intended and within acceptable and tolerable time 

frames. Once testing commences it is recommended a central register to record lessons learnt from the various 

disaster recovery test exercises carried out by SKDC be maintained. 

 The Backup Policy was found to inadequately document how tape backups are currently performed and checked 

onsite at SKDC as the document had not been reviewed since February 2012.  It also did not include VMware 

backups to disc, only tape backups.  This increases the risk that there may be unnecessary delays in the recovery 

of data where documentation is not reflective of the actual procedures carried out. 

 

1.4 Additional information to support our conclusion 

Risk Control 

design* 

Compliance 

with 

controls* 

Agreed actions 

   Low Medium High 

Loss of network functionality and data. 4 (10) 0 (10) 1 3 0 

Total   1 3 0 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area.  
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2 ACTION PLAN 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could 

lead to: Financial losses which could affect the effective function of a department, loss of controls or 

process being audited or possible reputational damage, negative publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management 

issue that may, with a high degree of certainty, lead to: Substantial losses, violation of corporate 

strategies, policies or values, reputational damage, negative publicity in national or international media 

or adverse regulatory impact, such as loss of operating licences or material fines. 

The table below sets out the actions agreed by management to address the findings: 

Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

Risk: Loss of network functionality and data. 

1 There is no business impact 

analysis where 'long term 

computer failure' has been 

fully assessed for impact and 

likelihood.  There is also no 

further detailed analysis to 

determine Maximum Tolerable 

Period of Disruption (MTPD) 

for the critical IT functions at 

SKDC, including critical 

systems or those given a 

priority of 1 within the IT 

Services – Service Level 

Agreement should a disaster 

occur.  

The Recovery Time 

Objectives (RTO's) have also 

not been determined and 

documented alongside each 

critical IT system and function 

within the Disaster Recovery 

Plan. 

There is a risk of business 

disruption due to a lack of 

business impact information 

being made available for 

critical IT systems and 

applications. 

Medium A formal Business Impact 

Analysis will be conducted 

to identify recovery 

objective metrics (such as 

the Maximum Tolerable 

Downtime) that SKDC can 

bear for the loss of key IT 

systems and services / 

facilities reliant on IT. 

The results of a Business 

Impact Analysis will be 

used to align the recovery 

of IT assets with the 

business and operational 

priorities for SKDC set out 

within their Disaster 

Recovery Plan and in 

conjunction with the 

Business Continuity Plan 

and IT Services – Service 

Level Agreement. 

16
th
 December 2016 

 

Business 

Manager – 

Business 

Transformation & 

IT 
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Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

2 An up to date IT Disaster 

Recovery Plan is not currently 

maintained and version 

controlled.   

 

Up to date copies of the plan 

are not held off site from the 

main SKDC offices in 

Grantham. 

Low The Disaster Recovery 

Plan will be updated, 

finalised and approved by 

SKDC's Business 

Continuity Team/Senior 

Management and their 

approval reflected within 

the document history. 

Once approved, up to date 

copies of the plan will be 

held at the recovery site at 

Bourne and at Mowbeck 

House. 

16
th
 December 2016 

 

Business 

Manager – 

Business 

Transformation & 

IT 

3 The IT Disaster Recovery 

Plan is not tested on a regular 

basis to ensure that IT 

systems can be effectively 

recovered, shortcomings are 

addressed and the plan 

remains relevant. 

 

Inadequate recovery testing 

increases the risk that key 

systems and data may not be 

recovered as intended and 

within acceptable and 

tolerable time frames. 

    

Medium Full test of failover to the 

Disaster Recovery site at 

Bourne will be performed in 

2017. 

Minimum disaster recovery 

test frequency will be 

documented within the IT 

Disaster Recovery Plan. 

Once testing commences a 

central register to record 

lessons learnt from the 

various disaster recovery 

test exercises carried out 

by SKDC will be 

maintained.   

Once completed, the 

register will be reviewed 

prior to the update of the IT 

Disaster Recovery Plan 

documentation to ensure 

all relevant changes are 

reflected within the 

updated Plan. 

8
th
 September 2017 

 

Business 

Manager – 

Business 

Transformation & 

IT 
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Ref Findings summary Priority Actions for management Implementation 

date 

Responsible 

owner 

4 A copy of backup policy was 

provided, and found to 

inadequately document how 

tape backups are currently 

performed and checked onsite 

at SKDC as the document had 

not been reviewed since 

February 2012.  The revision 

history section of the 

document had also not been 

completed to show the date of 

next intended review. 

The Backup Policy does not 

include VMware backups to 

disc, only tape backups. 

Where policy documents are 

not periodically reviewed and 

updated there is an increased 

risk that they may not be 

reflective of actual procedures 

carried out and there may be 

unnecessary delays in the 

recovery of data. 

Medium The Backup Policy will be 

reviewed annually and 

updated to fully reflect the 

backup arrangements in 

place and include how 

backup restores for both 

data files; critical 

applications and servers 

are performed.   

The Backup Policy will 

reflect all methods of 

backups and ideally be 

included as an appendix to 

the Disaster Recovery 

Plan. 

16
th
 December 2016 

 

Business 

Manager – 

Business 

Transformation & 

IT 
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